Be careful what you share online

e when you choose a profile picture for a
social networking website like Facebook or
Twitter, avoid photos that could give
people you don't know information about
where you live

e check your privacy settings regularly,
including on smart devices like wearables.
e think about what should be shared in
public and what should be kept private

e check your location settings — some
sites, apps and devices let you share your
location with other users. Turning off
location settings can help protect your
privacy

Digital Safeguarding

Common Sense!

Passwords should NOT have private information in them, like your:
School name or school address e Full (first and last) name

Credit card numbers
Phone numbers
Social Security number

The 4Rs of online safety

Respect

Responsibility

Reasoning

Resilience

e Date of birth
e  Mother’s maiden name

e  Street address

REMEMBER

If something doesn’t feel right, tell someone
you trust.

All social networking sites and YouTube have
‘report’ buttons — use them!

Report to CEOP if you are worried about
anything online.
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